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����$OWHUQDWLYH�VHDUFK�HQJLQHV������������������������������������������������������������������������������������������������

����'HOHWLQJ�'16�FDFKH����������������������������������������������������������������������������������������������������������

����$YRLGLQJ�+70/�:HE�6WRUDJH��������������������������������������������������������������������������������������������

����931���������������������������������������������������������������������������������������������������������������������������������
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�����3UR[\�VHUYHUV�����������������������������������������������������������������������������������������������������������������

�����7KUHH�PRUH�H[WHQVLRQV���������������������������������������������������������������������������������������������������

�

���6HFXULQJ�\RXU�HPDLO�����������������������������������������������������������������������������������������������������������

����0DLO�H[WHQVLRQV�IRU�EURZVHUV��������������������������������������������������������������������������������������������

����6HFXUH�PDLO�SURYLGHUV����������������������������������������������������������������������������������������������������������6HFXUH�PDLO�SURYLGHUV������������������������������������������������������������������������������������������������������

����'LVSRVDEOH�(PDLO�$GGUHVVHV��������������������������������������������������������������������������������������������
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0DQ\�YHWHUDQ�MRXUQDOLVWV��EXW�QRW�RQO\�WKHVH��VXUHO\�
QRWLFHG�WKDW�ZH�DUH�DOO�RI�D�VXGGHQ�ERPEDUGHG�DJDLQ�
IURP�DOO�RYHU�ZLWK�PHQWLRQV�RI�:DWHUJDWH��%RRNV�OLNH�
*HRUJH�2UZHOO
V������DUH�RQ�GLVSOD\�DW�ERRNVWRUHV�
DQG�DQ�DLU�RI�GDQJHU�WR�IUHHGRP�RI�VSHHFK�DQG�
IUHHGRP�RI�WKH�SUHVV�LV�VSUHDGLQJ�VORZO\�OLNH�D�GDUN�
FORXG�RYHU�WKH�:HVWHUQ�+HPLVSKHUH��UDLVLQJ�ROG�IHDUV�

� :KHQ�DQ�$PHULFDQ�VHUYLQJ�SUHVLGHQW�DFFXVHV�D�IRUPHU�SUHVLGHQW�RI�VXUYHLOODQFH��ZKHQ�
KH�SUHYHQWV�FHQWUDO�86�PHGLD�RXWOHWV�DFFHVV���VR�IDU�DOZD\V�JUDQWHG��DQG�WDNHQ�IRU�JUDQWHG���
WR�SUHVV�FRQIHUHQFHV�KH�KROGV��DQG�ZKHQ�KH�LQFHVVDQWO\�NQRFNV�DQG�DFFXVHV�WKH�PHGLD�RI�
EHLQJ�WKH�FRXQWU\
V�HQHP\�QXPEHU�RQH��LW�LVQ
W�VXUSULVLQJ�WKDW�PHPRULHV�RI�3UHVLGHQW�1L[RQ�
VXUIDFH�XS�PRUH�ZLWK�HYHU\�VHOI�SLW\LQJ�WZHHW�DERXW�61/��DQG�WKDW�HYHQ�5HSXEOLFDQ�6HQDWRUV�
VXFK�DV�-RKQ�0F&DLQ�H[SUHVV�IHDU�IRU�WKH�IXWXUH�RI�GHPRFUDF\�

�

� $QG�0F&DLQ�LV�QRW�DORQH��0DQ\�MRXUQDOLVWV�ZKRP�,�
KDYH�VSRNHQ�ZLWK�UHFHQWO\��H[SUHVVHG�FRQFHUQ�IRU�ZKDWHYHU�
OD\V�DKHDG�IRU�WKH�IUHHGRP�RI�WKH�SUHVV��$W�D�WLPH�ZKHQ�LW¶V�
SRVVLEOH�WR�H[SUHVV�WKH�IROORZLQJ�VWDWHPHQW���³'RQDOG�
7UXPS�FRQWUROV�WKH�16$´���DQG�QRW�EH�KHOG�D�OLDU��
DQ\WKLQJ¶V�SRVVLEOH��$GG�WKDW�WR�WKH�IDFW�WKDW�UHFHQW�QHZV�
RQ�&,$�WDXJKW�XV�WKDW�DOPRVW�DOO�HQFU\SWLRQ�V\VWHPV�FDQ�EH�
FRPSURPLVHG��LI�VRPHRQH�KDV�WKH�SHUVHYHUDQFH�WR�FUDFN�FRPSURPLVHG��LI�VRPHRQH�KDV�WKH�SHUVHYHUDQFH�WR�FUDFN�
WKHP���DQG�\RX�DUH�HQ�URXWH�WR�HQYLVLRQLQJ�DQ�XWWHUO\�
'\VWRSLDQ�ZRUOG��ZKHUH�\RX�FDQQRW�HYHQ�JHW�WRR�
FRPIRUWDEOH�OD\LQJ�RQ�\RXU�VRID��LQ�IURQW�RI�\RXU�RZQ�VPDUW�
79�

7KH�JRRG�QHZV�LV�WKDW�LW�LV�QHYHUWKHOHVV�SRVVLEOH�WR�
PDNH�LW�GLIILFXOW�IRU�DQ\RQH�WR�WU\�DQG�LQWHUFHSW�\RXU�HPDLOV��
WKH�WH[W�PHVVDJHV�\RX¶UH�VHQGLQJ�RU�\RXU�SKRQH�FDOOV��
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<RX�FDQ�WDNH�PHDVXUHV�WR�PDNH�WKH�OLYHV�RI�WKRVH�ZKR�ZDQW�WR�XQFRYHU�\RXU�VRXUFHV�DQG�WKH�
LQIRUPDWLRQ�EHLQJ�UHYHDOHG�WR�\RX��PXFK�KDUGHU��2I�FRXUVH��WKH�GHJUHH�RI�HIIRUW�\RX¶UH�
SUHSDUHG�WR�WDNH�WR�SURWHFW�\RXU�SULYDF\��\RXU�VRXUFHV¶�DQRQ\PLW\�DQG�\RXU�GDWD¶V�VDIHW\��
VKRXOG�EH�FRPPHQVXUDWH�WR�WKH�OLNHOLKRRG�RI�D�UHDO�WKUHDW��EH�WKDW�KDFNLQJ�RU�VS\LQJ�

³7KH�ROG�IDVKLRQHG�SURPLVHV���,¶P�QRW�JRLQJ�WR�UHYHDO�P\�VRXUFH³7KH�ROG�IDVKLRQHG�SURPLVHV���,¶P�QRW�JRLQJ�WR�UHYHDO�P\�VRXUFH¶V�LGHQWLW\�RU�JLYH�XS�P\�QRWHV�
��DUH�NLQG�RI�HPSW\�LI�\RX¶UH�QRW�WDNLQJ�VWHSV�WR�SURWHFW�\RXU�LQIRUPDWLRQ�GLJLWDOO\´��VD\V�%DUWRQ�
*HOOPDQ�RI�WKH�:DVKLQJWRQ�3RVW��ZKRVH�VRXUFH��IRUPHU�16$�FRQWUDFWRU�(GZDUG�6QRZGHQ��
KHOSHG�XQFRYHU�WKH�VFRSH�RI�WKH�16$¶V�DQG�%ULWLVK�*&+4¶V�RSHUDWLRQV��WR�KLV�LQWHUYLHZHU�
7RQ\�/RFL��/RFL�KHUVHOI��ZKR�FRYHUHG�$PHULFDQ�MXGLFLDO�V\VWHP�IRU�$3��7KH�:DVKLQJWRQ�3RVW�
DQG�86$�7RGD\��DQG�ZDV�KHUVHOI�KHOG�LQ�FRQWHPSW�RI�FRXUW�IRU�UHIXVLQJ�WR�LGHQWLI\�VRXUFHV��
ZRXOG�SUREDEO\�HQGRUVH�WKDW�

6R��ZKDW�LV�LW�WKDW�QHHGV�WR�EH�GRQH�WR�HQVXUH�WKDW�D�MRXUQDOLVW
V�VRXUFHV�DQG�GDWD�DUH�VHFXUH�6R��ZKDW�LV�LW�WKDW�QHHGV�WR�EH�GRQH�WR�HQVXUH�WKDW�D�MRXUQDOLVW
V�VRXUFHV�DQG�GDWD�DUH�VHFXUH�
DQG�ZHOO"�*URVVR�PRGR��WKH�WLSV�FDQ�EH�GHVFULEHG�DV�IDOOLQJ�ZLWKLQ�WKH�IROORZLQJ�FDWHJRULHV�
�

�

�����

,VRODWLQJ�\RXU�GHYLFHV�
DQG�RU�WKHLU�HQYLURQPHQW���
)RU�H[DPSOH��WKH�SK\VLFDO�
LQVXODWLRQ�RI�D�FRPSXWHU�
IRU�WKH�SXUSRVH�RI�
FKHFNLQJ�ILOHV��RU�WKH�XVH�
RI�SUHSDLG�PRELOH�GHYLFHV�

6HFXULQJ�RQ�GHYLFH�
DSSOLFDWLRQV�DQG�IXQFWLRQV�±�
7KLV�LV�NQRZQ�DV�UHGXFLQJ�
WKH�³DWWDFN�VXUIDFH´��L�H��
OLPLWLQJ�WKH�LQVWDOOHG�DSSV�WR�
WKH�EDUH�PLQLPXP��LQVWDOOLQJ�
RQO\�IURP�WUXVWHG�VRXUFHV��
VHOHFWLQJ�DSSV�WKDW�UHTXLUH�VHOHFWLQJ�DSSV�WKDW�UHTXLUH�
PLQLPDO�ULJKWV��NHHSLQJ�WKH�
V\VWHP�IXOO\�SDWFKHG�DQG�
XSGDWHG��DQG�KDYLQJ�DV�PDQ\�
VHFXULW\�FRQWUROV��EDVHG�RQ�
UHFHQW�EHVW�SUDFWLFHV�ZKLWH�
SDSHUV��RQ�WKH�GHYLFH�
�

$FWLQJ�FDXWLRXVO\�ERWK�LQ�WKH�
GLJLWDO�DQG�UHDO�ZRUOG�±�7KLV�
KDV�D�ORW�WR�GR�ZLWK�FRPPRQ�
VHQVH�DQG�D�OLWWOH�OHVV�WR�GR�
ZLWK�VRIWZDUH��)RU�H[DPSOH��
QHYHU�ZULWH�GRZQ�WKH�QDPH�RI�
WKH�VRXUFH��FHUWDLQO\�QRW�RQ�
DQ\�DSS�RU�RQ�DQ\�GRFXPHQW�DQ\�DSS�RU�RQ�DQ\�GRFXPHQW�
WKDW¶V�VWRUHG�RQ�\RXU�
FRPSXWHU���DQG�PRVW�
FHUWDLQO\�QRW�RQ�DQ\WKLQJ�
VWRUHG�RQ�WKH�FORXG�
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�/HW¶V�EHJLQ�E\�OLVWLQJ�ZKDW�\RX�FDQ�GR�ZKHQ�LW�FRPHV�WR�FRPPXQLFDWLQJ�ZLWK�D�VRXUFH��DQG�
VWRULQJ�VHQVLWLYH�LQIRUPDWLRQ�REWDLQHG�WKHUHRI�
�
�����$OZD\V�HQFU\SW�HYHU\WKLQJ��6HFXULW\�H[SHUWV�XVH�VLPSOH�PDWK�WR�PDNH�WKHLU�SRLQW��DV�\RX�
UDLVH�WKH�FRVW�RI�GHFU\SWLQJ�\RXU�ILOHV��VD\��IRU�LQWHOOLJHQFH�DJHQFLHV�OLNH�WKH�16$���\RX�
DXWRPDWLFDOO\�LQFUHDVH�WKH�GHJUHH�RI�HIIRUW�H[SHQGHG�RQ�IROORZLQJ�\RX��,I�\RX
UH�QRW�&KHOVHD�
0DQQLQJ��-XOLDQ�$VVDQJH��RU�(GZDUG�6QRZGHQ�DQG�LI�\RX�ZHUHQ
W�LQYROYHG�LQ�DFWLYH�
VXUYHLOODQFH�DURXQG�7UXPS�7RZHU�DSDUWPHQWV��7KH\�PD\�JLYH�XS�WKH�HIIRUW�HYHQ�LI�\RXU�
HQFU\SWHG�FRPPXQLFDWLRQV�ZHUH�VWRUHG��$QG�VKRXOG�DQ\RQH�GHFLGH�WR�WUDFN�\RX�GHVSLWH�\RXU�
HIIRUWV��LW�ZLOO�EH�PRUH�RI�D�KHDGDFKH�LI�\RX�XVH�VWURQJ�HQFU\SWLRQ�OLNH�$(6��$GYDQFHG�
(QFU\SWLRQ�6WDQGDUG��DQG�WRROV�OLNH�3*(QFU\SWLRQ�6WDQGDUG��DQG�WRROV�OLNH�3*3�RU�RSHQ931��ZKLFK�DUH�WKH�VWURQJHVW�ZLGHO\�
DYDLODEOH�HQFU\SWLRQ�PHWKRGV��931
V�DUH�XVHG�E\�WKH�86�JRYHUQPHQW�LWVHOI��
%XW�LI�\RX�ZDQW�EXOOHW�SURRI�VHFXULW\��\RX�ZLOO�QHHG�PRUH�WKDQ�WKH�$(6�HQFU\SWLRQ�PHWKRG��3�6��
LI�\RX�ZDQW�WR�GLVFRYHU�WKH�\HDU�\RXU�LQIRUPDWLRQ�ODQGHG�DW�WKH�16$¶V�KDQGV��MXVW�KDYH�D�SHHN�
KHUH�
�
���3HUIRUP�IXOO�GLVN�HQFU\SWLRQ��7KLV�LV�GRQH�MXVW�LQ�FDVH�VRPHRQH�JHWV�WKHLU�KDQGV�RQ�\RXU�
FRPSXWHU�RU�SKRQH��)XOO�GLVN�HQFU\SWLRQ�FDQ�EH�GRQH�XVLQJ�)LOH9DXOW��9HUD&U\SW�RU�%LW/RFNHU��
3XWWLQJ�D�FRPSXWHU�WR�³6OHHS´��LQVWHDG�RI�6KXWGRZQ�RU�+LEHUQDWH��PD\�DOORZ�DQ�DWWDFNHU�WR�
E\SDVV�WKLV�GHIHQVH��+HUH��0LND�/HH�JLYHV�D�FRPSOHWH�JXLGH�IRU�HQFU\SWLQJ�\RXU�ODSWRS�
�
���%HZDUH�RI�ELJ�QDPHV��3UHVXPH�WKDW�ODUJH�FRPSDQLHV
�HQFU\SWLRQ�V\VWHPV�DQG�SRVVLEO\����%HZDUH�RI�ELJ�QDPHV��3UHVXPH�WKDW�ODUJH�FRPSDQLHV
�HQFU\SWLRQ�V\VWHPV�DQG�SRVVLEO\�
HYHQ�ELJ�QDPH�RSHUDWLQJ�V\VWHPV��SURSULHWDU\�VRIWZDUH��KDYH�EDFN�GRRUV�WKDW�VHFUHW�VHUYLFHV�
LQ�WKHLU�FRXQWU\�RI�RULJLQ��DW�OHDVW�LQ�WKH�86�DQG�WKH�8.��FDQ�DFFHVV��%UXFH�6KQH\HU��6HFXULW\�
([SHUW��H[SODLQV�LW�KHUH�
�
���$YRLG�FKDWWLQJ�ZLWK�VRXUFHV�RQ�WKH�SKRQH��$OO�SKRQH�FRPSDQLHV�VWRUH�GDWD�UHODWHG�WR�WKH�
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FDOOHU�DQG�WKH�UHFHLYHU
V�QXPEHUV��DV�ZHOO�DV�WKH�ORFDWLRQ�RI�WKH�GHYLFHV�DW�WKH�WLPH�FDOOV�ZHUH�
PDGH���,Q�WKH�86�DQG�VHYHUDO�RWKHU�FRXQWULHV��WKH\¶UH�UHTXLUHG�E\�ODZ�WR�GLVFORVH�LQIRUPDWLRQ�
RQ�UHJLVWHUHG�FDOOV�LQ�WKHLU�SRVVHVVLRQ�
:KDW�FDQ�EH�GRQH":KDW�FDQ�EH�GRQH"�<RX�VKRXOG�XVH�D�VHFXUH�FDOO�VHUYLFH��VXFK�DV�WKH�RQH�WKH�6LJQDO�DSS���
ZKLFK�ZDV�WHVWHG�UHSHDWHGO\�IRU�VHFXULW\���SRVVHVVHV��$OWKRXJK�WKLV�PD\�PHDQ�WKDW�ERWK�WKH�
VRXUFH�DQG�WKH�HGLWRU�QHHG�WR�GRZQORDG�WKH�DSS�DV�ZHOO��WKH�SURFHVV�WDNHV�MXVW�D�IHZ�PLQXWHV��
+HUH�LV�D�JXLGH�RQ�KRZ�WR�XVH�LW��-XVW�IRU�WKH�KDQJ�RI�LW��FKHFN�RXW�KRZ�PDQ\�RI�\RXU�
QRQ�MRXUQDOLVW�IULHQGV�DUH�KDQJLQJ�RXW�WKHUH�
+RZHYHU�\RX�FKRRVH�WR�FRPPXQLFDWH�ZLWK�\RXU�VRXUFH��GR�QRW�EULQJ�\RXU�PRELOH�SKRQH�WR�+RZHYHU�\RX�FKRRVH�WR�FRPPXQLFDWH�ZLWK�\RXU�VRXUFH��GR�QRW�EULQJ�\RXU�PRELOH�SKRQH�WR�
VHQVLWLYH�PHHWLQJV��%X\�D�GLVSRVDEOH�GHYLFH�DQG�ILQG�D�ZD\�WR�FRQYH\�LWV�QXPEHU�WR�WKH�
VRXUFH�LQ�DGYDQFH��7KH�VRXUFH�QHHGV�WR�KDYH�D�GLVSRVDEOH�VDIH�GHYLFH�WRR��$XWKRULWLHV�FDQ�
WUDFN�\RXU�PRYHPHQW�WKURXJK�FHOOXODU�QHWZRUN�VLJQDOV�DQG�LW
V�DGYLVHG�WR�PDNH�LW�KDUGHU�RQ�
WKHP�WR�ORFDWH�\RX�UHWURDFWLYHO\�LQ�WKH�H[DFW�VDPH�FDIH�ZKHUH�WKH�VRXUFH�ZDV�VLWWLQJ��,I�\RX�
IDLO�WR�IROORZ�WKLV�UXOH��DOO�ORFDO�DXWKRULWLHV�ZLOO�EH�UHTXLUHG�WR�GR�LV�DVN��SROLWHO\�DQG�OHJDOO\��IRU�
WKH�YLGHR�ILOPHG�E\�WKH�FDIp
V�VHFXULW\�FDPHUD�DW�WKH�WLPH�RI�\RXU�PHHWLQJ�

���&KRRVH�VHFXUH�PHVVHQJHUV��\RXU�FDOOV��FHOOXODU�RQHV�DQG�YLD�ODQGOLQHV��FDQ�EH�PRQLWRUHG����&KRRVH�VHFXUH�PHVVHQJHUV��\RXU�FDOOV��FHOOXODU�RQHV�DQG�YLD�ODQGOLQHV��FDQ�EH�PRQLWRUHG�
E\�ODZ�HQIRUFHPHQW�DJHQFLHV�DQG�HDFK�606�LV�OLNH�D�SRVWFDUG���DOO�WH[W�LV�IXOO\�YLVLEOH�WR�WKRVH�
ZKR�PD\�LQWHUFHSW�LW��7KHUHIRUH��XVH�0HVVHQJHUV�WKDW�DOORZ�IRU�VHFXUH�HQG�WR�HQG�FDOO��VLJQDO��
ZKLFK�ZDV�DOUHDG\�PHQWLRQHG�DERYH��DQG�7HOHJUDP�DUH�FRQVLGHUHG�WR�EH�WKH�VDIHVW��DOWKRXJK�
7HOHJUDP�DV�ZHOO�DV�:KDWV$SS¶V�ZHE�DSSV�ZHUH�FRPSURPLVHG�RQFH�DQG�WKHQ�IL[HG���
$FFRUGLQJ�WR�VRPH�H[SHUWV��\RX�FDQ��DOVR�FRQVLGHU�XVLQJ�6066HFXUH��7KUHHPD�DQG�HYHQ�
:KDWVDSS���
7KH�6LJQDO�3URWRFRO�KDV�EHHQ�DFWXDOO\�LPSOHPHQWHG�LQWR�:KDWV$SS��)DFHERRN�0HVVHQJH7KH�6LJQDO�3URWRFRO�KDV�EHHQ�DFWXDOO\�LPSOHPHQWHG�LQWR�:KDWV$SS��)DFHERRN�0HVVHQJHU��
DQG�*RRJOH�$OOR��PDNLQJ�FRQYHUVDWLRQV�XVLQJ�WKHP�HQFU\SWHG��+RZHYHU��XQOLNH�6LJQDO�DQG�
:KDWV$SS��*RRJOH�$OOR�DQG�)DFHERRN�0HVVHQJHU�GR�QRW�HQFU\SW�E\�GHIDXOW��QRU�QRWLI\�XVHUV�
WKDW�FRQYHUVDWLRQV�DUH�XQHQFU\SWHG���EXW�RIIHU�HQG�WR�HQG�HQFU\SWLRQ�LQ�DQ�RSWLRQDO�PRGH��<RX�
VKRXOG�DOVR�NHHS�LQ�PLQG�WKDW�)DFHERRN�PHVVHQJHU�DQG�:KDWV$SS�DUH�ERWK�RZQHG�E\�
)DFHERRN�
$GLXP�DQG�3LGJLQ�DUH�WKH�PRVW�SRSXODU�0DF�DQG�:LQGRZV�LQVWDQW�PHVVDJLQJ�FOLHQWV�WKDW�$GLXP�DQG�3LGJLQ�DUH�WKH�PRVW�SRSXODU�0DF�DQG�:LQGRZV�LQVWDQW�PHVVDJLQJ�FOLHQWV�WKDW�
VXSSRUW�WKH�275��2II�WKH�5HFRUG��HQFU\SWLRQ�SURWRFRO�DQG�7RU�±�WKH�ZHE¶V�EHVW�HQFU\SWHG�
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EURZVHU��ZKLFK�ZH�ZLOO�JHW�WR�LQ�GHWDLO�ODWHU��6HH�KRZ�WR�HQDEOH�7RU�LQ�$GLXP�KHUH�DQG�LQ�
3LGJLQ�KHUH���1DWXUDOO\��\RX�FRXOG�DOVR�XVH�WKH�7RU�0HVVHQJHU�LWVHOI��ZKLFK�LV�SUREDEO\�WKH�
VDIHVW�RI�WKHP�DOO�
7ZR�ILQDO�QRWHV�RQ�WH[WLQJ��$�F\EHU�VHFXULW\�H[SHUW�,¶YH�GLVFXVVHG�WKLV�ZLWK��VD\V�\RX�VKRXOG�
DOVR�KDYH�D�ZRUNLQJ�K\SRWKHVLV�WKDW�WH[W�LV�HQFU\SWHG�EXW�WKH�IDFW�WKDW�WKHVH�VSHFLILF�WZR�
LQGLYLGXDOV�DUH�WDONLQJ��DW�WKLV�SUHVHQW�WLPH��PLJKW�QRW�JR�XQQRWLFHG�
7KH�VHFRQG�QRWH�LV�\RX�VKRXOG�DOVR�UHPHPEHU�WR�GHOHWH�WKH�PHVVDJHV�LQ�\RXU�SKRQH�7KH�VHFRQG�QRWH�LV�\RX�VKRXOG�DOVR�UHPHPEHU�WR�GHOHWH�WKH�PHVVDJHV�LQ�\RXU�SKRQH�
�DOWKRXJK�WKLV�PD\�QRW�EH�HQRXJK�WR�ZLWKVWDQG�D�IRUHQVLF�FKHFN���MXVW�LQ�FDVH�\RXU�GHYLFH�IDOOV�
LQ�WKH�ZURQJ�KDQGV��WR�DYRLG�H[SRVLQJ�WKHP�

,I�\RX
YH�EHHQ�XVLQJ�HPDLO��YLGHR�RU�YRLFH�FKDW��YLGHRV��SKRWRV��VWRUHG�GDWD��9R,3�FDOOV��
ILOH�WUDQVIHUV�RU�YLGHR�FRQIHUHQFLQJ��IURP�DQ\�RI�WKH�IROORZLQJ�VHUYLFHV��WKHQ�\RX�DUH�RQ�
H�16$�GDWDEDVH�
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���'R�QRW�XVH�RUJDQL]DWLRQDO�FKDWV��6ODFN��&DPSILUH��6N\SH�DQG�*RRJOH�+DQJRXWV�VKRXOG�QRW�
EH�XVHG�IRU�SULYDWH�FRQYHUVDWLRQV��7KH\�DUH�HDV\�WR�EUHDN�LQ��DQG�DUH�H[SRVHG�WR�GLVFORVXUH�
UHTXHVWV�IRU�FRXUWV�XVH��WR�UHVROYH�OHJDO�LVVXHV�DW�WKH�ZRUNSODFH��7KHUHIRUH��LW
V�EHVW�WR�DYRLG�
WKHP��QRW�RQO\�ZKHQ�LW�FRPHV�WR�FRQYHUVDWLRQV�ZLWK�VRXUFHV��EXW�DOVR�FRQYHUVDWLRQV�EHWZHHQ�
FROOHDJXHV��HGLWRUV��HWF���ZKHQ�\RX�QHHG�WR�SDVV�LQIRUPDWLRQ�UHFHLYHG�IURP�\RXU�VRXUFH��
ZKRVH�LGHQWLW\�PXVW�EH�NHSW�XQGHU�FRYHU��0DQ\�SRSXODU�9R,3�VHUYLFHV�OLNH�-LWVL�KDYH�EXLOW�LQ�
FKDW�IHDWXUHV��DQG�VHYHUDO�RI�WKHP�DUH�GHVLJQHG�WR�RIIHU�PRVW�RI�6N\SH
V�IHDWXUHV��ZKLFK�
PDNH�WKHP�D�JUHDW�UHSODFHPHQW�PDNH�WKHP�D�JUHDW�UHSODFHPHQW�
�
���,Q�H[WUHPH�FDVHV��FRQVLGHU�XVLQJ�D�%ODFNSKRQH��7KLV�SKRQH��ZKLFK�VWULYHV�WR�SURYLGH�
SHUIHFW�SURWHFWLRQ�IRU�ZHE�VXUILQJ��FDOOV��WH[W�PHVVDJHV�DQG�HPDLOV��LV�SUREDEO\�WKH�EHVW�
VXEVWLWXWH�IRU�D�UHJXODU�SKRQH�LI�\RX�DUH�DERXW�WR�WRSSOH�\RXU�JRYHUQPHQW�RU�JHWWLQJ�UHDG\�WR�
SXEOLVK�VHFUHW�PLOLWDU\�ILOHV��

https://www.vpnmentor.com/


&RUSRUDWLRQ
V�SDVVZRUG�VWUHQJWK�FDOFXODWRU��$�SDVVZRUG�OLNH�
�)��U�*=O<7��X:%�''4*=Q�M�H���IURP�D�UDQGRP�SDVVZRUG�JHQHUDWRU��VHHPV�YHU\�VWURQJ��
DQG�LQGHHG�LW�LV��WDNLQJ������KXQGUHG�ELOOLRQ�WULOOLRQ�FHQWXULHV�WR�H[KDXVW�DOO�WKH�FRPELQDWLRQV�
HYHQ�ZKHQ�WKH�VRIWZDUH�LV�PDNLQJ�RQH�KXQGUHG�WULOOLRQ�JXHVVHV�SHU�VHFRQG�

7KH�SKUDVH���,�ZDQGHUHG�ORQHO\�DV�D�FORXG���KH�SRLQWV�RXW��LV�VR�PXFK�HDVLHU�WR�UHPHPEHU�DQG�
LV�DOVR�PRUH�VHFXUH��WDNLQJ�WKH�VDPH�VRIWZDUH������KXQGUHG�WULOOLRQ�FHQWXULHV�WR�H[KDXVW�DOO�
SRVVLELOLWLHV��:HOO��SDVVSKUDVH�LW�ZLOO�EH�
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���7ZR�IDFWRU�DXWKHQWLFDWLRQ�LV�DOVR�D�YHU\�JRRG�LGHD��,Q�D�UHJXODU�WZR�VWDJH�DXWKHQWLFDWLRQ�
\RX�VLJQ�LQ�ZLWK�\RXU�SDVVZRUG�DQG�UHFHLYH�D�VHFRQG�FRGH��RIWHQ�YLD�D�WH[W�PHVVDJH�WR�\RXU�
VPDUWSKRQH��<RX�FDQ�XVH�<XELNH\��DV�ZHOO�DV�KDUGZDUH�WRNHQV�WR�IXUWKHU�VHFXUH�VHQVLWLYH�ILOHV�
RQ�\RXU�FRPSXWHU���)RU�PRUH�LQIRUPDWLRQ��UHDG�WKH���JROGHQ�UXOHV�IRU�SDVVZRUG�VHFXULW\�

�������$VVLJQ�D�FRPSXWHU�IRU�LQVSHFWLQJ�VXVSLFLRXV�ILOHV�DWWDFKPHQWV��7KH�HDVLHVW�ZD\�WR�
GLVWULEXWH�PDOZDUH�DQG�VS\ZDUH�LV�WKURXJK�LQVWDOODWLRQ�YLD�86%�RU�WKURXJK�DWWDFKPHQWV�DQG�
HPDLO�OLQNV��,W�LV�UHFRPPHQGHG�WKHUHIRUH�\RX�XVH�RQH�DLU�JDSSHG�FRPSXWHU�WR�H[DPLQH�WKHVH�
WKUHDWV�XQGHU�TXDUDQWLQH��:LWK�WKLV�FRPSXWHU��\RX�FDQ�IUHHO\�XVH�D�86%�DQG�GRZQORDG�ILOHV�
IURP�WKH�,QWHUQHW��EXW�GR�QRW�WUDQVIHU�WKH�ILOHV�WR�\RXU�UHJXODU�FRPSXWHU�RU�UH�XVH�WKDW�86%�
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����+RZ�WR�EX\�\RXU�RZQ�VHFXUHG�FRPSXWHU��6HFXULW\�H[SHUW�$UMHQ�.DPSKXLV�UHFRPPHQGV�
SXUFKDVLQJ�D�SUH������,%0�7KLQN3DG�;���RU�;����7KHVH�DUH�WKH�RQO\�PRGHUQ�HQRXJK�ODSWRSV�
ZLWK�PRGHUQ�VRIWZDUH�V\VWHPV��ZKLFK�HQDEOH�UHSODFLQJ�ORZ�OHYHO�VRIWZDUH��$QRWKHU�SRLQW�WR�
WDNH�LQWR�DFFRXQW�LV�WKDW�\RX�VKRXOG�QRW�EX\�\RXU�FRPSXWHU�RQOLQH��DV�LW�PD\�EH�LQWHUFHSWHG�
GXULQJ�GHOLYHU\��.DPSKXLV�UHFRPPHQGV�EX\LQJ�LW�IURP�D�VHFRQG�KDQG�VWRUH�IRU�FDVK��+H�DOVR�
SRLQWV�RXW�WKDW�\RX�VKRXOG�DEROLVK�DOO�FRQQHFWLYLW\��5HPRYH�DOO�(WKHUQHW��PRGHP��:L�)L�RU�
%OXHWRRWK�FDSDELOLWLHV��3HUVRQDOO\��,�NQRZ�VHFXULW\�H[SHUWV�ZKR�ZRXOGQ¶W�WUXVW�VXFK�D�
FRPSXWHFRPSXWHU�

�����(GXFDWLQJ�\RXU�6RXUFHV��,W
V�SRVVLEOH�WKDW�E\�WKH�WLPH�WKH�RULJLQDO�DQG�YDOXDEOH�
LQIRUPDWLRQ�UHDFKHV�\RX��LW¶V�DOUHDG\�WRR�ODWH��<RXU�VRXUFH�PD\�KDYH�PDGH�HYHU\�SRVVLEOH�
PLVWDNH��OHDYLQJ�EHKLQG�D�WUDLO�RI�HYLGHQFH��%XW�EH\RQG�WKH�QHHG�WR�VHFXUH�WKH�LQIRUPDWLRQ�
RQFH�LW
V�LQ�\RXU�KDQGV��\RX�VKRXOG�VWULYH�WR�WHDFK�\RXU�VRXUFHV�KRZ�WR�KLGH�WKH�LQIRUPDWLRQ��
VWRUH�LW�VHFXUHO\�DQG�FRPPXQLFDWH�VDIHO\�YLD�VDIH�GHYLFHV��0RVW�SHRSOH�KDYH�QR�FOXH�KRZ�WR�
KDQGOH�VHQVLWLYH�LQIRUPDWLRQ��DQG�LQ�JHQHUDO�ZKDW�WKH\¶UH�XS�DJDLQVW�WKH�PRPHQW�WKH\�JHW�LQ�
WRXFK�ZLWK�\RX�

������8VH�D�GHVLJQDWHG�VHFXUH�V\VWHP�IRU�UHFHLYLQJ�GRFXPHQWV��5HSODFH�'URSER[�RU�*RRJOH�������8VH�D�GHVLJQDWHG�VHFXUH�V\VWHP�IRU�UHFHLYLQJ�GRFXPHQWV��5HSODFH�'URSER[�RU�*RRJOH�
'ULYH�DQG�XVH�VRPHWKLQJ�OHVV�SRSXODU�EXW�PRUH�VHFXUH��)RU�H[DPSOH��6HFXUH'URS�LV�D�
GHVLJQDWHG�V\VWHP�DOORZLQJ�\RX�WR�UHFHLYH�ILOHV�IURP�DQRQ\PRXV�VRXUFHV�DQG�WR�VDIHO\�VFDQ�
DQG�FKHFN�WKHP��(GZDUG�6QRZGHQ�GHVFULEHG�'URSER[�DV��KRVWLOH�WR�SULYDF\��DQG�
UHFRPPHQGHG�6SLGHURDN�LQVWHDG��2QLRQ6KDUH�LV�DQRWKHU�IUHH�VHUYLFH�WKDW�DOORZV�WUDQVIHUULQJ�
ILOHV�HDVLO\�DQG�DQRQ\PRXVO\�
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%H\RQG�VHFXULQJ�WKH�FRPPXQLFDWLRQV�ZLWK�\RXU�VRXUFH��DQG�SURWHFWLQJ�SRVVLEOH�EUHDFKHV�RI�
WKH�VHQVLWLYH�GDWD�\RX�JHW�KROG�RI��\RX�VKRXOG�DOVR�DYRLG�EHLQJ�WUDFNHG�ZKLOH�EURZVLQJ��2QOLQH�
KDELWV�FDQ�GLVFORVH�RU�SURYLGH�KLQWV�DV�WR�WKH�VWRU\�\RX¶UH�ZRUNLQJ�RQ��RU�ZRUVH��KLQW�RU�
GLVFORVH�WKH�LGHQWLW\�RI�\RXU�VRXUFH��+HUH�DUH�WKH�JROGHQ�UXOHV�IRU�VXUILQJ�WKH�QHW�VDIHO\�DQG�
WKHQ��DW�WKH�QH[W�FKDSWHU��IRU�VHFXULQJ�\RXU�HPDLO�DFFRXQW�

����3ULYDWH�EURZVLQJ�PRGH�����3ULYDWH�EURZVLQJ�PRGH��7KHUH�DUH�WZR�EDVLF�ZD\V�WR�PDLQWDLQ�DQRQ\PLW\�ZKLOH�VXUILQJ�WKH�
ZHE��7KH�ILUVW��PRVW�EDVLF�DQG�SRSXODU��\HW�LQVXIILFLHQW�ZD\�LV�WR�EURZVH�WKH�LQIRUPDWLRQ�LQ�
SULYDWH�PRGH��DQ�RSWLRQ�WKDW�PRVW�EURZVHUV�DOORZ��<RXU�EURZVLQJ�KLVWRU\�ZLOO�QRW�EH�VDYHG��
DQG�EDVLF�WUDFNLQJ�WHFKQRORJLHV��ZKLFK�DGYHUWLVHUV�XVH��VXFK�DV�+773�FRRNLHV��ZLOO�EH�
SUHYHQWHG�IURP�FUHDWLQJ�\RXU�GHWDLOHG�SURILOH��%XW�WKLV�LV�PRUH�RI�D�QLFH�WR�KDYH�SULYDF\��,W�
EDVLFDOO\�KLGHV�\RXU�EURZVLQJ�KLVWRU\�IURP�IDPLO\�PHPEHUV�ZKR�FDQ�DFFHVV�\RXU�FRPSXWHU��
<RXU�,3�DGGUHVV�FDQ�VWLOO�EH�PRQLWRUHG�DQG�LQIRUPDWLRQ�UHJDUGLQJ�DOO�WKH�VLWHV�\RX�YLVLWHG�LV�
VWLOO�H[SRVHG�WR�\RXU�,6VWLOO�H[SRVHG�WR�\RXU�,63�
�
����8VH�DOWHUQDWLYH�EURZVHUV��EURZVHUV��VXFK�DV�'RREOH��&RPRGR�'UDJRQ�RU�65:DUH�,URQ��
ZKLFK�IRFXV�RQ�XVHU�SULYDF\��DUH�OLPLWHG�LQ�FDSDELOLWLHV��<RX�FDQ�DFKLHYH�D�VLPLODU�GHJUHH�RI�
SULYDF\�RIIHUHG�E\�WKHVH�EURZVHUV�VLPSO\�E\�GHOHWLQJ�FRRNLHV���ELWV�RI�FRGH�ZKLFK�KDYH�EHHQ�
GRZQORDGHG�WR�\RXU�V\VWHP�E\�ZHEVLWHV�\RX�YLVLW��WKDW�PRQLWRU�\RXU�DFWLYLW\�DQG�VRPHWLPHV�
HYHQ�IROORZ�ZKLFK�FRQWHQW�\RX�FRQVXPH��$QRWKHU�ZD\�WR�UHPDLQ�DQRQ\PRXV�LV�E\�QHXWUDOL]LQJ�
\RXU�EURZVHU¶V�ORFDWLRQ�VHWWLQJV��DQG�LQVWDOOLQJ�YDULRXV�IHDWXUHV�DLPHG�DW�DFKLHYLQJ�DQRQ\PLW\��
7R�FKHFN�ZKHWKHU�\RX�GLVDEOHG�DOO�FRRNLHV�HIIHFWLYHO\��\RX�FDQ�XVH�WKH�DSS�&&OHDQHU��ZKLFK�
DOVR�KDQGOHV�)ODVK�FRRNLHV��EXW�QRQH�RI�WKHVH�EURZVHUV�DUH�IXOO\�HQFU\SWHG�DOVR�KDQGOHV�)ODVK�FRRNLHV��EXW�QRQH�RI�WKHVH�EURZVHUV�DUH�IXOO\�HQFU\SWHG��7KH�RQO\�
VWDQGDUG�EURZVHU�WKDW�HQVXUHV�WRWDO�SULYDF\�LV�WKH�7RU�EURZVHU��7RU�LV�XJO\�DQG�VORZ��EXW�LW�ZLOO�
SURWHFW�\RX�DQG�\RXU�VRXUFHV��7KH�QH[W�VHFWLRQ�ZLOO�JLYH�D�PRUH�GHWDLOHG�DFFRXQW�RI�LW��

���725��7KLV�³QRWRULRXV´�EURZVHU��ZKLFK�ZDV�GHYHORSHG�E\�WKH�86�1DY\��DOORZV�\RX�WR�
RSHUDWH�LQ�D�KLGGHQ�QHWZRUN��FDUU\�RXW�SULYDWH�FRPPXQLFDWLRQV�DQG�VHW�XS�ZHE�VLWHV�
DQRQ\PRXVO\��7RU
V�EURZVHU��ZKLFK�FDQ�EH�GRZQORDGHG�DW�7RUSURMHFW�RUJ��PDNHV�LW�YHU\�
GLIILFXOW�WR�PRQLWRU�\RXU�DFWLYLWLHV�RQ�WKH�LQWHUQHW��RU�OHW�JRYHUQPHQWV�RU�\RXU�,63�SLQSRLQW�\RXU�
ORFDWLRQ��7KH�RQO\�GUDZEDFN�LV�WKDW�LW
V�VORZ�DW�WLPHV���D�ELW�FXPEHUVRPH�
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EHFDXVH�7RU�URXWHV�\RX�WKURXJK�WKUHH�HQFU\SWHG�UDQGRP�UHOD\V�DURXQG�WKH�ZRUOG��EHIRUH�
ODQGLQJ�\RX�DW�\RXU�GHVWLQDWLRQ�VLWH��<RX�VKRXOG�DOVR�EHDU�LQ�PLQG�WKDW�\RXU�QHLJKERUV�PD\�EH�
VKDG\�FKDUDFWHUV�
��$QRWKHU�RSWLRQ�UHODWHG�WR�7RU�LV�WR�GRZQORDG�:KRQL[��D�VHFXUH�RSHUDWLQJ�V\VWHP�WKDW�LV�
IRFXVHG�RQ�SULYDF\��,W�ZRUNV�DV�DQ�DFFHVV�JDWH�WR�7RU��DQG�RQO\�DOORZV�FRQQHFWLRQV�ZLWK�7RU�
VLWHV�DQG�XVHUV��%XW�WKH�PRVW�SRSXODU�7RU�26�LV�7DLOV��7KH�$PQHVLDF�,QFRJQLWR�/LYH�6\VWHP���
7DLOV�FDQ�EH�ERRWHG�IURP�D�86%�VWLFN�RU�'9'��DQG�LW�DQRQ\PL]HV�DOO�LQIRUPDWLRQ��(GZDUG�
6QRZGHQ�LV�FRQVLGHUHG�D�IDQ�RI�WKLV�VRIWZDUH��4XEHV�LV�DQRWKHU�26�WKDW�VXSSRUWV�:KRQL[�DQG�
LV�UHFRPPHQGHG�E\�6QRZGHQ�

�������$OWHUQDWLYH�VHDUFK�HQJLQHV��*RRJOH��WKH�PRVW�SRSXODU�VHDUFK�HQJLQH��VDYHV�\RXU�VHDUFK�
KLVWRU\�LQ�RUGHU�WR�RSWLPL]H�WKH�UHVXOWV��7R�VWRS�WKLV�SHUVRQDOL]DWLRQ�\RX�VKRXOG�FOLFN�RQ��
6HDUFK�7RROV�!�$OO�5HVXOWV�!�9HUEDWLP��2U�\RX�VLJQ�LQWR�\RXU�*RRJOH�DFFRXQW�RQ�
ZZZ�JRRJOH�FRP�KLVWRU\��ILQG�D�OLVW�RI�\RXU�SUHYLRXV�VHDUFKHV�DQG�VHOHFW�WKH�LWHPV�\RX�ZDQW�
WR�UHPRYH�E\�FOLFNLQJ�WKH�µ5HPRYH�,WHPV¶�EXWWRQ�
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%XW�WR�DYRLG�EHLQJ�PRQLWRUHG�HQWLUHO\��LW
V�SUHIHUDEOH�WR�XVH�D�VHDUFK�HQJLQH�VXFK�DV�
'XFN'XFN*R��,I�\RX�ILQG�LW�GLIILFXOW�WR�JLYH�XS�*RRJOH��GRZQORDG�6HDUFKOLQNIL[�WR�DW�OHDVW�NHHS�
DZD\�85/�7UDFNHUV��

���'LUHFW�WUHDWPHQW�RI��VKRUW�WHUP��FRPSXWHU�PHPRU\����'LUHFW�WUHDWPHQW�RI��VKRUW�WHUP��FRPSXWHU�PHPRU\��$QRWKHU�ZD\�WR�QHXWUDOL]H�RSWLRQV�IRU�
PRQLWRULQJ�\RXU�VXUILQJ�LV�E\�GHOHWLQJ�WKH�'16��GRPDLQ�QDPH�V\VWHP��FDFKH��'HOHWLRQ�LV�GRQH�
XVLQJ�VLPSOH�FRPPDQGV�LQ�WKH�RSHUDWLQJ�V\VWHP��5HERRWLQJ�WKH�URXWHU�±�ZKLFK�VRPHWLPHV�
KDV�D�'16�FDFKH���RU�UHERRWLQJ�WKH�FRPSXWHU�FDQ�DOVR�UHERRW�ERWK�WKHLU�UHVSHFWLYH�'16�
FDFKH��LI�WKH�URXWHU�KDV�RQH�
�
�������7U\�WR�DYRLG�+70/�:HE�6WRUDJH�������:HE�6WRUDJH�LV�EXLOW�LQWR�+70/���DQG�XQOLNH�FRRNLHV��
WKH�VWRUHG�LQIRUPDWLRQ�LV�LPSRVVLEOH�WR�PRQLWRU�RU�VHOHFWLYHO\�UHPRYH��:HE�VWRUDJH�LV�HQDEOHG�
E\�GHIDXOW��VR�LI�\RX
UH�XVLQJ�,QWHUQHW�([SORUHU�RU�)LUHIR[��VLPSO\�WXUQ�LW�RII��<RX�FDQ�DOVR�XVH�
WKH�DGG�RQ�%HWWHU�3ULYDF\�IRU�)LUHIR[�WR�UHPRYH�WKH�VWRUHG�LQIRUPDWLRQ�DXWRPDWLFDOO\��7KH�
&OLFN�DQG�&OHDQ�H[WHQVLRQ�ZLOO�GR�WKH�VDPH�MRE�IRU�*RRJOH�&KURPH�

������8VH�D�931��������8VH�D�931���$V�,�PHQWLRQHG�DOUHDG\��\RXU�,63�FDQ�PRQLWRU�WKH�VLWHV�\RX�VXUI��DQG�DQ\RQH�
ZKR�ZDQWV�WR�HDYHVGURS�RQ�\RX��FDQ�DOVR�LQWHUFHSW�\RXU�FRPPXQLFDWLRQV��7R�SURWHFW�DOO�
LQFRPLQJ�DQG�RXWJRLQJ�FRPPXQLFDWLRQV��LW¶V�LPSRUWDQW�WR�PDNH�XVH�RI�D�931��)RU�D�FRPSOHWH�
H[SODQDWLRQ��FOLFN�KHUH���931�HQFU\SWV�DOO�\RXU�FRPPXQLFDWLRQV��VR�WKDW�HYHQ�WKH�,63�RU�WKH�
VHFUHW�VHUYLFHV��RU�MXVW�KDFNHUV�KRYHULQJ�DURXQG�\RXU�IDYRULWH�FRIIHH�VKRS¶V�:L�)L��ZRQ¶W�EH�
DEOH�WR�NQRZ�ZKR�\RX�VHQW�DQ�HPDLO�WR��ZKLFK�VHUYLFH�\RX�XVHG��HWF�
��7KH�XVH�RI�D�931�LV�YHU\�FRPPRQ�DPRQJ�SHRSOH�ZKR��IRU�H[DPSOH��ZLVK�WR�VHH�WKH�FRPSOHWH�
1HWIOL[�PRYLHV�FDWDORJ�RXWVLGH�RI�WKH�8QLWHG�6WDWHV��EXW�QRW�HYHU\�931�LV�VXLWDEOH�IRU�
MRXUQDOLVWV��$�931�IRU�MRXUQDOLVWV�ZRQ¶W�QHFHVVDULO\�EH�WKH�IDVWHVW�RQH�RU�KDYH�WKH�EHVW�
VXSSRUW��EXW�LW�KDV�WR�EH�WUXVWHG�QRW�WR�NHHS�931�ORJV���WKDW�LV��LW�FDQQRW�GHWHUPLQH�ZKR�\RX�
DUH��ZKDW�VLWHV�\RX¶YH�YLVLWHG�DQG�VR�RQ�
�$�$�VDIH�931�LV�ERXQG�WR�EH�SURYLGHG�E\�D�FRPSDQ\�ZKR¶V�QRW�ORFDWHG�DW�RQH�RI�WKH�����(\HV��
FRXQWULHV��ZKHUH�LQWHOOLJHQFH�QHWZRUNV�DUH�DOORZHG�WR�FROOHFW�DQG�VKDUH�LQIRUPDWLRQ�ZLWK�RQH�
DQRWKHU��ILUVWO\�DQG�IRUHPRVW��LQ�WKH�86$��6R�931�FRPSDQLHV�ORFDWHG�LQ�WKH�WHUULWRU\�RI�WKH�
IRUPHU�6RYLHW�8QLRQ�FRXQWULHV�KDYH�DQ�DGYDQWDJH��7KHLU�FRXUWV�GR�QRW�HDVLO\�KDQG�RXW�RUGHUV�

https://www.vpnmentor.com/


WR�UHWULHYH�LQIRUPDWLRQ�FROOHFWHG�E\�ORFDO�FRPSDQLHV��EH�LW�UHJDUGLQJ�WKHLU�FLWL]HQV�RU�IRUHLJQ�
QDWLRQDOV���+HUH�\RX
OO�ILQG�D�OLVW�RI���931�VHUYLFHV�WKDW�VWDQG�RXW�UHJDUGLQJ�SULYDF\�DQG�DOO�DUH�
ORFDWHG�RXWVLGH�WKH�����(\HV��FRXQWULHV�

%\�WKH�ZD\��HYHQ�LI�JRYHUQPHQWV�DUH�RXW�RQ�WKH�KXQW�IRU�7UDIILF�WKDW�LV�VKHOWHUHG�E\�D�931��
\RX�FDQ�VWLOO�XVH�VWHDOWK�931V�OLNH�7RU*XDUG��WR�FRQIURQW�WKH�FKDOOHQJH��ZKHWKHU�LW�LV�DFWLYH�
JRYHUQPHQW�FHQVRUVKLS�RU�MXVW�VS\LQJ�\RX¶UH�GHDOLQJ�ZLWK��7RU�DQG�931
V�JLYH�\RX�WKH�SHUIHFW�
SURWHFWLRQ�ZKHQ�VRPHRQH�LV�WU\LQJ�WR�UHWULHYH�\RXU�EURZVLQJ�KLVWRU\�LQ�RUGHU�WR�SURILOH�\RX��
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���� 5HSDLU�'16�OHDNV��8VLQJ�D�931�GRHV�QRW�SURWHFW�\RX�FRPSOHWHO\��EHFDXVH�WKDW�'16�
7UDIILF�PD\�KLQW�DW�\RXU�LGHQWLW\��'16/HDN7HVW�FRP�ZLOO�DOORZ�\RX�WR�GHWHFW�VXFK�OHDNDJH��,I�
WKH�WHVW�VKRZV�WKDW�'16�LV�RI�\RXU�931��\RX�FDQ�UHOD[��EXW�LI�LW�VKRZV�WKDW�WKH�'16�LV�RI�\RXU�
,63��\RX�DUH�QRW�DQRQ\PL]HG��,Q�WKLV�FDVH�\RX��FKHFN�RXW�ZKDW�\RX�FDQ�GR�KHUH�

��������� 9LUWXDO�0DFKLQHV��7KLV�QLIW\�OLWWOH�WULFN�LV�DFWXDOO\�D�VHFRQG��YLUWXDO��FRPSXWHU��ZKLFK�
RSHUDWHV�DV�DQ�DSS�LQ�\RXU�RSHUDWLQJ�V\VWHP��<RX�FDQ�GRZQORDG�ILOHV�RU�RSHQ�OLQNV�LQ�D�VLPLODU�
ZD\�WR�WKH�LVRODWHG�FRPSXWHU�,�UHFRPPHQGHG�HDUOLHU��VR�WKDW�\RXU�FRPSXWHU�LV�OHVV�H[SRVHG�WR�
PDOZDUH�RU�VS\ZDUH�RI�DQ\�NLQG��9LUWXDOL]DWLRQ�VRIWZDUH��OLNH�9LUWXDO%R[�VKRXOG�EH�RSHQHG�
XVLQJ�D�VHFXUH�RSHUDWLQJ�V\VWHP��)LOH�GRZQORDGLQJ�LV�GRQH�ZLWK�WKH�YLUWXDO�PDFKLQH�,QWHUQHW�
FRQQHFWLRQ�VKXW�GRZQ��DIWHU�XVLQJ�WKH�ILOH��\RX
OO�QHHG�WR�GHOHWH�LW���DQG�GHSHQGLQJ�RQ�\RXU�
DGYHUVDU\��SHUKDSV�GHOHWH�LW�DORQJ�ZLWK�WKH�PDFKLQH�
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�����3UR[\�VHUYHU��$V�LQ�WKH�FDVH�RI�YLUWXDO�PDFKLQHV��KHUH�WRR�WKH�DFWLYLW\�PRYHV�WR�DQRWKHU�
³DUHD´�DQG�DOORZV�\RX�WR�NHHS�VDIH�IURP�VS\LQJ�DQG�RWKHU�DWWDFNV��$FWXDOO\��WKH�SUR[\�VHUYHUV�
VXEVWLWXWH�\RXU�,3�DGGUHVV�ZLWK�WKHLUV��ZKLFK�FDQ�PLVOHDG�SHRSOH�LQWR�WKLQNLQJ�\RX¶UH�LQ�D�
GLIIHUHQW�FRXQWU\��IRU�LQVWDQFH��+LGH0\$VV�FRP�SUR[\��3VLSKRQ��RSHQ�VRXUFH��DQG�-RQ'RQ\P�
DOO�SURYLGH�D�VLPLODU�VHUYLFH��6RPH�H[SHUWV�VD\�WKDW�WKHVH�VKRXOG�EH�XVHG�ZLWK�D�931�DQG�RU�
7RU�IRU�KLJKHU�OHYHOV�RI�VHFXULW\��%XW�WKHQ��VRPH�H[SHUWV�,¶YH�WDONHG�WR�FODLP�WKDW�LI�\RX�ERWKHU�
XVLQJ�7RU��\RX¶UH�DV�VHFXUHG�DV�RQH�FDQ�EH�DQ\ZD\�

�����7KUHH�PRUH�W\SHV�RI�H[WHQVLRQV�WKDW�FDQ�LQFUHDVH�\RXU�OHYHO�RI�VHFXULW\��7R�YHULI\�WKDW�WKH�
,QWHUQHW�SURWRFRO�ZKHUH�\RX�RSHUDWH�LV�KWWSV�VHFXUH��\RX�FDQ�LQVWDOO�DQ�H[WHQVLRQ�FDOOHG�
+7736�(YHU\ZKHUH���PDGH�E\�WKH�(OHFWURQLF�)URQWLHU�)RXQGDWLRQ
V��())���RQH�RI�WKH�
RUJDQL]DWLRQV�WKDW�IXQGV�WKH�7RU�3URMHFW��7KLV�H[WHQVLRQ�LV�UHFRPPHQGHG�E\�PDQ\�F\EHU�
H[SHUWV��LW�ZLOO�HQVXUH�WKDW�ZHEVLWHV�\RX�YLVLW�XVH�WKH�VHFXUH�SURWRFRO��ZKLFK�LV�GHILQLWHO\�QRW�
DQ�LQVXUDQFH�SROLF\�DJDLQVW�DQ\WKLQJ��EXW�EHWWHU�WKDQ�WKH�XQHQFU\SWHG�SURWRFRO�
7KH�VHFRQG�W\SH�RI�H[WHQVLRQ�FRQWUROV�WKH�GDWD�WKDW�MDYD6FULSW�LV�UHYHDOLQJ�WR�ZHEVLWHV��LQ�7KH�VHFRQG�W\SH�RI�H[WHQVLRQ�FRQWUROV�WKH�GDWD�WKDW�MDYD6FULSW�LV�UHYHDOLQJ�WR�ZHEVLWHV��LQ�
RUGHU�WR�LPSURYH�\RXU�EURZVLQJ�H[SHULHQFH���7ZR�SRSXODU�RSWLRQV�KHUH�DUH�6FULSW6DIH��DQG�
1R6FULSW��

$QRWKHU�H[WHQVLRQ�LV�WKH�*KRVWHU\�EURZVHU��7KLV�H[WHQVLRQ�ZLOO�UHYHDO�ZKR�LV�IROORZLQJ�\RX�
DPRQJ�������FRPSDQLHV��DQG�ZLOO�DOORZ�\RX�WR�EORFN�XQZDQWHG�RQHV��,W¶V�VZHHW��EXW�\RX�
SUREDEO\�ZRQ
W�EH�EORFNLQJ�WKH�16$�WKLV�ZD\��3ULYDF\�EDGJHU��D�SURMHFW�E\�WKH�())��DOVR�ZRUNV�
VLPLODUO\��
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+RZ�VKRXOG�\RX�SURWHFW�\RXU�H�PDLO"�7KH�SUREOHP�ZLWK�PDLQWDLQLQJ�WKH�FRQILGHQWLDOLW\�RI�
HPDLOV�LV�HYHQ�WRXJKHU��*RRJOH�DQG�0LFURVRIW�ZLOO�PRVW�OLNHO\�MXVW�JLYH�RXW�\RXU�HPDLOV�WR�
JRYHUQPHQW�DJHQFLHV�LI�DQG�ZKHQ�UHTXLUHG�WR�GR�VR��:KDW�VKRXOG�\RX�GR"

���6DIH�H[WHQVLRQV����6DIH�H[WHQVLRQV��7KH�VLPSOHVW�RSWLRQ��DVVXPLQJ�\RX�XVH�FRPPRQ�:HE�PDLO�VHUYLFHV�VXFK�
DV�<DKRR�DQG�*RRJOH��LV�WR�LQVWDOO�WKH�EURZVHU�SOXJLQ�0DLOYHORSH��DQG�PDNH�VXUH�WKDW�WKH�
SHUVRQ�RQ�WKH�UHFHLYLQJ�HQG�GRHV�WRR��7KLV�H[WHQVLRQ�VLPSO\�HQFU\SWV��DQG�GHFU\SWV��WKH�
H�PDLO��$�VLPLODU�EXW�OLPLWHG�H[WHQVLRQ�WR�*PDLO�FDOOHG�6HFXUH*PDLO�ZLOO�SHUIRUP�D�VLPLODU�MRE��
(PDLOV�WKDW�JR�WKURXJK�WKLV�H[WHQVLRQ�DUH�HQFU\SWHG��DQG�FDQ¶W�EH�GHFU\SWHG�E\�*RRJOH��
$QRWKHU�SRVVLELOLW\�LV�³(QFU\SWHG�&RPPXQLFDWLRQ´��ZKLFK�LV�D�VLPSOH�WR�XVH�)LUHIR[�H[WHQVLRQ��
)RU�WKDW�\RX�ZLOO�QHHG�D�SDVVZRUG�WKDW�WKH�UHFLSLHQW�KDV�DFFHVV�WR���EXW�UHPHPEHU�WR�QHYHU�
WUDQVPLW�WKH�SDVVZRUG�E\�HPDLO�WUDQVPLW�WKH�SDVVZRUG�E\�HPDLO�

���6HFXUH�HPDLO�SURYLGHUV��+XVKPDLO�LV�DQ�H[DPSOH�RI�DQ�HPDLO�VHUYLFH�WKDW�SURYLGHV�EHWWHU�
VHFXULW\�WKDQ�WKH�PRUH�FRPPRQ�QHWZRUNV�\RX�XVH��EXW�LW�PD\�EH�IRUFHG�WR�KDQG�RYHU�HPDLOV�WR�
WKH�86�JRYHUQPHQW�XQGHU�D�FRXUW�RUGHU��DQG�LW�GRHV�ORJ�,3�DGGUHVVHV��$QRWKHU�HPDLO�VHUYLFH�
ZLWK�VLPLODU�IHDWXUHV�DQG�VHFXULW\�OHYHOV�LV�.RODE�1RZ��ZKLFK�SULGHV�LWVHOI�DPRQJVW�RWKHU�
WKLQJV�ZLWK�VWRULQJ�GDWD�H[FOXVLYHO\�LQ�6ZLW]HUODQG��
�
���'LVSRVDEOH�(PDLO�$GGUHVVHV��'($
V���7KLV�LV�DQ�HPDLO�FUHDWHG�DG�KRF�IRU�D�VSHFLILF�
SXUSRVH��ZKLFK�LV�FRPSOHWHO\�DQRQ\PRXV�DQG�LV�GHOHWHG�LPPHGLDWHO\�DIWHU�XVH��7KLV�VROXWLRQ��
FRPPRQO\�XVHG�ZKHQ�VLJQLQJ�XS�IRU�YDULRXV�VHUYLFHV�LQ�RUGHU�WR�DYRLG�VSDP��LV�DOVR�D�JUHDW�
VROXWLRQ�IRU�PDLQWDLQLQJ�DQRQ\PLW\��+RZHYHU�,�ZRXOGQ¶W�DGYLVH�MRXUQDOLVWV�WR�FRPPXQLFDWH�ZLWK�
WKHLU�VRXUFHV�RYHU�LW��EHFDXVH�VHFXULW\�LV�QRW�LWV�VWURQJHVW�WUDLW��7KHUH�DUH�GR]HQV�RI�VXFK�
WHPSRUDU\�HPDLOV��EXW�WKH�%ULWLVK�*XDUGLDQ��IRU�H[DPSOH��UHFRPPHQGHG�*XHUULOOD�0DLO�DQG�
0DLOLQDWRU�
�8VLQJ�*XHUULOOD�0DLO�LQ�WKH�8VLQJ�*XHUULOOD�0DLO�LQ�WKH�7RU�%URZVHU�HQVXUHV�WKDW�QRW�HYHQ�WKH\�FDQ�FRQQHFW�\RXU�,3�ZLWK�
\RXU�HPDLO�DGGUHVV��/LNHZLVH��LI�\RX�XVH�HPDLO�HQFU\SWLRQ�VRIWZDUH��VXFK�DV�*QX3*��RQ�7RU��
\RX
UH�DOO�VHW�DQG�VHFXUH��6R��OHW¶V�WDON�D�ELW�DERXW�HPDLO�HQFU\SWLRQ�
�
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���(QFU\SWLQJ�\RXU�PDLO���:LUHG�JRW�WKLV�UHFRPPHQGDWLRQ�IURP�0LFDK�/HH��D�SULYDF\�IRFXVHG�
WHFKQRORJLVW�ZKR�ZRUNHG�ZLWK�WKH�())�DQG�)LUVW�/RRN�0HGLD��KHUH�LV�DQ�LQWHUYLHZ�/HH�KHOG�
ZLWK�(GZDUG�6QRZGHQ���(QFU\SWLQJ�PHVVDJHV�ZLWK�ZHEPDLO�FDQ�EH�WRXJK��,W�RIWHQ�UHTXLUHV�WKH�
XVHU�WR�FRS\�DQG�SDVWH�PHVVDJHV�LQWR�WH[W�ZLQGRZV�DQG�WKHQ�XVH�3*3�WR�VFUDPEOH�DQG�
XQVFUDPEOH�WKHP��3*3���3UHWW\�*RRG�3ULYDF\���LV�DQ�HQFU\SWLRQ�SURJUDP�WKDW�SURYLGHV�
FU\SWRJUDSKLF�SULYDF\�DQG�DXWKHQWLFDWLRQ�IRU�GDWD�FRPPXQLFDWLRQ���7KDW�LV�ZK\�/HH�VXJJHVWV�
D�GLIIHUHQW�HPDLO�VHWXS��XVLQJ�D�SULYDF\�IRFXVHG�HPDLO�KRVW�OLNH�5LVHXS�QHW��WKH�0R]LOOD�HPDLO�
DSSDSS�7KXQGHUELUG��WKH�HQFU\SWLRQ�SOXJLQ�(QLJPDLO��DQG�DQRWKHU�SOXJLQ�FDOOHG�7RU%LUG\�WKDW�
URXWHV�LWV�PHVVDJHV�WKURXJK�7RU�
$V�5HLG�SRLQWHG�RXW�LQ�KLV�LQWHUYLHZ�ZLWK�.DPSKXLV�RQ�MRXUQDOLVP�FR�XN��*UHHQZDOG�DOPRVW�
ORVW�WKH�16$�VWRU\�EHFDXVH�KH�LQLWLDOO\�LJQRUHG�6QRZGHQ
V�LQVWUXFWLRQV�RQ�HPDLO�HQFU\SWLRQ��,Q�
RWKHU�ZRUGV��LI�\RX�ZDQW�D�VWRU\�WKDW�ZLOO�JR�GRZQ�LQ�KLVWRU\�LW�PDNHV�VHQVH�WR�EH�VHFXUH��
.DPSKXLV�DJUHHV�WKDW�3*3�FDQ�EH�WUXVWHG��$V�KH�DQG�5HLG�H[SODLQ��ZLWK�3*3�HQFU\SWLRQ��\RX�
KDYH�D�SXEOLF�NH\��OLNH�\RXU�SXEOLF�SKRQH�QXPEHU��DQG�D�SULYDWH�NH\��7KH�SXEOLF�NH\�FDQ�JR�RQ�
7ZLWWHU�ELRJUDSKLHV��EXVLQHVV�FDUGV��ZHEVLWHV�DQG�ZKHUHYHU�HOVH�\RXU�ZRUN�LV�SXEOLFL]HG��EXW�
WKH�SULYDWH�NH\�PXVW�EH�VWRUHG�VHFXUHO\��DV�ZLWK�DQ\�RWKHU�VHQVLWLYH�LQIRUPDWLRQ��7KHQ��ZKHQ�D�
VRXUFH�ZDQWV�WR�VHQG�LQIRUPDWLRQ��WKH\�ZLOO�XVH�\RXU�SXEOLF�NH\�WR�HQFU\SW�WKHLU�HPDLO��WKDW�VRXUFH�ZDQWV�WR�VHQG�LQIRUPDWLRQ��WKH\�ZLOO�XVH�\RXU�SXEOLF�NH\�WR�HQFU\SW�WKHLU�HPDLO��WKDW�
RQO\�\RXU�SULYDWH�NH\�FDQ�XQORFN��
.DPSKXLV�UHFRPPHQGHG�WKH�*18�3ULYDF\�*XDUG��DQ�RSHQ�VRXUFH�YHUVLRQ�RI�3*3��WKDW�LV�
VLPSOH�WR�VHW�XS�DQG�KDV�DQ�DFWLYH�VXSSRUW�FRPPXQLW\��)RU�HQFU\SWLQJ�ILOHV��GDWD�DQG�KDUG�
GULYHV��KH�VXJJHVWHG�FRQVXOWLQJ�KLV�IUHHɟ�H%RRN��³,QIRUPDWLRQ�VHFXULW\�IRU�MRXUQDOLVWV´��
SXEOLVKHG�ZLWK�6LONLH�&DUOR�DQG�UHOHDVHG�WKURXJK�WKH�&,-��ZKLFK�IXOO\�H[SODLQV�WKH�SURFHVV�
,I�\RX�GR�FKRRVH�WR�HQFU\SW�WKH�PHVVDJH�LWVHOI�UHJDUGOHVV�RI�\RXU�PDLO�SURYLGHU¶V�LGHQWLW\��
XVLQJ�]LS�ZLWK�D�SDVVZRUG�LV�D�JRRG�LGHD��DQG��=,3�LV�D�UHFRPPHQGHG�WRRO�IRU�DFFRPSOLVKLQJ�
WKDW��

���%DFN�WR�EDVLFV��<HV��,�NQRZ�WKDW�WKLV�LV�EDFN�WR�HPDLO�VHFXULW\�������EXW�SOHDVH�WU\�WR�DYRLG�
SKLVKLQJ��:DWFK�WKH�³IURP´�ILHOG�LQ�\RXU�HPDLO�IRU�OLWWOH�PLVVSHOOLQJV��VRPHRQH�HOVH�FDQ�SRVH�DV�
VRPHERG\�\RX�NQRZ�
$QG�RQH�ODVW�ZRUG�RQ�HPDLO�HQFU\SWLRQ��2QH�RI�WKH�UHDO�SUREOHPV�WR�EHDU�LQ�PLQG�LV�WKDW�HYHQ�$QG�RQH�ODVW�ZRUG�RQ�HPDLO�HQFU\SWLRQ��2QH�RI�WKH�UHDO�SUREOHPV�WR�EHDU�LQ�PLQG�LV�WKDW�HYHQ�
DIWHU�HQFU\SWLQJ�WKHP��QRW�HYHU\WKLQJ�LV�HQFU\SWHG��7KH�HPDLO�DGGUHVVHV�RI�WKH�VHQGHU�DQG�
UHFLSLHQW��WKH�VXEMHFW�OLQH�DQG�WKH�WLPH�DQG�GDWH�ZKHQ�WKH�HPDLO�ZDV�VHQW��DUH�DOO�RXW�RQ�WKH�
RSHQ��$WWDFKPHQWV�DQG�WKH�PHVVDJH�LWVHOI�DUH�WKH�RQO\�GDWD�WKDW�LV�HQFU\SWHG�
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7KHVH�DUH�SHUKDSV�WKH�PRVW�UDGLFDO�SLHFHV�RI�DGYLFH�,�UDQ�WKURXJK��ZKHQ�SUHSDULQJ�WKLV�
H%RRN�

$V�0LFDK�/HH�SXW�LW�ZKHQ�LQWHUYLHZHG�RQ�SULYDF\�RQ�:,5('��³,I�\RXU�FRPSXWHU�JHWV�KDFNHG��
WKH�JDPH�LV�RYHU��&UHDWLQJ�D�YLUWXDO�VDQGER[�DURXQG�\RXU�RQOLQH�FRPPXQLFDWLRQV�LV�D�JRRG�
ZD\�WR�NHHS�WKH�UHVW�RI�\RXU�V\VWHP�SURWHFWHG��7RU�LV�DZHVRPH�DQG�FDQ�PDNH�\RX�
DQRQ\PRXV��%XW�LI�\RXU�HQGSRLQW�JHWV�FRPSURPLVHG��\RXU�DQRQ\PLW\�LV�FRPSURPLVHG�WRR��,I�
\RX�UHDOO\�QHHG�WR�EH�DQRQ\PRXV��\RX�DOVR�QHHG�WR�EH�UHDOO\�VHFXUH´�

$QG�-RXUQDOLVW$QG�-RXUQDOLVW�7RQ\�/RFL�SXWV�LW�LQ�HYHQ�KDUVKHU�ZRUGV�LQ�DQ�DUWLFOH�SXEOLVKHG�LQ�DQ�H%RRN�
DERXW�WKH�IXWXUH�RI�FURVV�ERUGHU�LQYHVWLJDWLYH�MRXUQDOLVP�IRU�WKH�1LHPDQ�IRXQGDWLRQ�DW�
+DUYDUG��³6RPH�MRXUQDOLVWV��FRPSXWHU�VFLHQWLVWV�DQG�SULYDF\�DGYRFDWHV�DUH�VR�DODUPHG�WKDW�
WKH\�UHFRPPHQG�UHSRUWHUV�JR�ROG�VFKRRO����DQG�UHO\�RQ�LQ�SHUVRQ�LQWHUYLHZV�DQG�VQDLO�PDLO´�
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